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AMENDMENTS TO THE CLAIMS: 

This listing of claims will replace all prior versions and listings of claims in the 

application: 

1 . (Currently Amended) A device-to-device authentication system for 
authenticating whothor or not when devices on a network are connected within a certain 
range, charaotorizod in that comprising : 

a first device comprising: 

e ach of said dev i c e s intorconnectod via sa i d network has a first mediating 
device interface for physically access i ng connecting a removable mediating device sueJ^ 
that sa i d med i at i ng dev i ce i s removabl e, 

a second device comprising: 

a second mediating device interface for phvsicallv connecting the 
removable mediating device, and 

local environment management means for authenticating that another the first 
device physical l y acc e ssing said same m e diat i ng dev i c e w i thin a prodet e rmined p e riod 
of t i mo is l ocatod i n a local env i ronment whoro contonts aro availab l e; whoroin use of 
r . nid nnntnntr , i r, n l lnwnd hntwoon Goid dovicoG in sa i d loca l env i ronment has phvsicallv 
connected to the removable mediating device within a predetermined period of time 
before or after the removable mediating device phvsicallv connected to the second 
device, 

wherein the first device can use content when the first device is authenticated. 
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2. (Currently Amended) The device-to-device authentication system according to 
claim 1 , charactorizod i n that wherein : 

one of sa i d devices the second device is a home server for legit i mat el y acqu i r i ng 
said contents , 

whoroas tho other d e vic e the first device is a client for making a request for said- 
cont e nts the content to sai4 the home serve r for us e; wher ei n and . 

in response to confirmation of pr e senc e of both said d e vic e s on said sam e hom e 
network by said l ocal onv i ronmont manaoomont moans, said authentication of the 
client, the home server provides sa i d contents the content and/or issues a license for 
say the content contents to sai^ the client. 

3. (Currently Amended) The device-to-device authentication system according to 
claim 1 , characteriz e d in that wherein : 

two or more home servers are able to be installed on sa i d hom e the network; and 
wh e r ei n each said at least one of the home serv e r servers provides said- 
contents the content and/or issues a license for sa i d contents to said c l ient the content 
to a client that is confirmed to bo present on sa i d oamo homo network authenticated . 

4. (Currently Amended) The device-to-device authentication system according to 
claim 3. charact e r i zed in that: said wherein the client is able to be rece i v e d receive 
provision of said contents the content and/or issuance of sai4 the license from two or 
more said at least one of the two or more home servers on said sam e home the 
network. 
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5. (Currently Amended) The device-to-device authentication system according to 
claim 3, characterizod i n that: sa i d cl ie nt io ab l o to uoo oa i d contents acqu i rod from a 
plurality of home s e rvers on said samo homo network, and, wherein upon connection to 
a home server on an othor homo a second network, sai# the client is not able to use 
oaid contents acqu i rod from said hom e servers on sa i d homo networks othor than sa i d 
othor hom e network the content from the two or more home servers . 

6. (Currently Amended) The device-to-device authentication system according to 
claim 1 , oharaotor i zod i n that: sa i d wherein the removable mediating device is capable 
of retaining predetermined identification information for determining that the first and the 
second device have connected to the removable mediatino device within the 
predetermined period of time ; and sa i d local e nvironment manag e m e nt m e ans 
authont i catos that each of sa i d dov i oos is i n sa i d loca l onvironmont based on a fact that 
oach of sa i d d e vic e s phys i ca l ly acc e ss i ng sa i d m e d i at i ng d e v i c e r e ads - th e sam e 
idont i f i cation infomnat i on from said mediat i ng dov i co and/or that timo at which oach of 
said d e v i ces roads the i d e ntif i cat i on i nformat i on i s w i thin a pred e t e rm i ned per i od of 

7. (Currently Amended) The device-to-device authentication system according to 
claim 1 , oharaotor i zod i n that wherein : 

said the removable mediating device has comprises a memory for retaining 
confidential infomiation . for determining that the first and the second device have 
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connected to the removable mediating device within the predetermined period of time. 
in a secure mannert 

ono of sa i d deviooo physica ll y aooeooing ca i d med i at i ng dov i o e i s oapab l o of 
gonorat i ng sa i d oonfidontial i nformation; and said l oca l environment managomont 
means authent i cat e s that oaoh of said d e vices i s l ocat e d in sa i d l oca l e nvironm e nt 
basod on a fact that sa i d conf i dent i a l i nfonnation gonoratod from sa i d ono of sa i d 
devices i s abl e to be acqu i r e d by another dev i ce via said med i ating d e vice w i th i n a 
pr e d e t e rm i n e d p e riod of t i m e. 

8. (Currently Amended) The device-to-device authentication system according to 
claim 7, charactorized in that: said dev i ce generated sa i d wherein the confidential 
information is erased erases said confidential information after elaps e of a the 
predetermined period of time elapses : and said loca l onv i ronmont management moans 
authent i cates that a device, which i s capab l e of shar i ng said oonfidontia l i nformat i on 
prior to l oss of sa i d confident i al i nformation in sa i d d e v i c e generat e d said conf i d e ntia l 
i nformation, is l ocat e d i n sa i d loca l e nvironm e nt . 

9. (Currently Amended) A device-to-device authentication method for 
authenticating whether or not when devices on a network are connected within a certain 
range, character i zed in that comprising : 

each of sa i d d e v i c e s i nterconn e cted via sa i d network has a m e diat i ng d e v i c e 
i nterfac e for phys i cal l y access i ng a m e diating d e vice such that sa i d mediat i ng device is 
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romovab le ; and said devic e to d e v i co authont i cat i on method, oharactor i zed by 
compr i sing: 

Dhvsicallv connecting a removable mediating device to a first physical mediating 
device interface of a first device: 

Dhvsicallv connecting the removable mediating device to a second physical 
mediating device interface of a second device: 

a loca l onvironmont managomont stop of authenticating that another that the first 
device physically acc e ssing sa i d sam e connected to the mediating device within a 
predetermined period of time is located in a loca l environm e nt whoro contents are 
ava il abl e ; and a content us i ng stop of a l lowing us e of sa i d cont e nts botwoen sa i d 
dovicos in sa i d local environm e nt before or after the removable mediating device 
physically connected to the second device: and 

allowing the first device to use content when the first device is authenticated . 

10. (Currently Amended) The device-to-device authentication method according 
to claim 9, character i zed in that wherein : 

ono of said d e v i ces the second device is a home server for legitimately acquiring 
said contents , 

whoroas the othor dov i co the first device is a client for making a request for said- 
cont e nts the content to said the home server-feiHJse; wherein, in sa i d content us i ng 
step and . 
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in response to confirmat i on of pr e sonoo of both sa i d d e vices on sa i d sam e hom e 
network, oa i d authentication of the client, the home server provides sa i d cont e nts the 
content and/or issues a license for eaM the content contonts to ssHd the client. 

1 1 . (Currently Amended) The device-to-device authentication method according 
to claim 9, oharact e rizod i n that wherein : 

two or more home servers are able to be installed on sa i d hom e the network; and 
wh e r ei n, in sa i d cont e nt us i ng stop, oaoh sa i d at least one of the home s e rver 
servers provides sa i d cont e nts the content and/or issues a license for sa i d contonts to 
said c l i e nt the content to a client that is conf i rmed to bo prosont on sa i d oamo homo 
»etw9Fk authenticated . 

12. (Currently Amended) The device-to-device authentication method according 
to claim 1 1 , oharaotorizod in that: in sa i d oontont using stop, sa i d wherein the client is 
able to be r e c ei v e d receive provision of said cont e nts the content and/or issuance of 
said the license from two or mor e said at least one of the two or more home servers on 
sa i d oamo homo the network. 

13. (Currently Amended) The device-to-device authentication method according 
to claim 1 1 , oharact e r i zod i n that: i n said content us i ng stop, sa i d cl i ont is ab l o to uso 
said contonts acquirod from a plura li ty of homo sorvors on said oamo homo network, 
ancK wherein upon connection to a home server on an other hom e a second network, 
said the client is not able to use sa i d contonts acqu i rod from said homo sorvors on sa i d 
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hnmn nntwnrkr. nthnr thnn said othor homo notwork content from the two or more home 
servers . 

14. (Currently Amended) The device-to-device authentication method according 
to claim 9, oharaotor i zod in that: said mod i ating dovic e is oapab l o of r e taining further 
comprising: 

storing predetennined identification infonnation . for determining that the first and 
the second device have connected to the removable mediating device within the 
predetermined period of time, in the removable mediating device : and i n said l ocal 
onv i ronmont managomont stop, oaoh of sa i d dov i oos i s authont i oatod in said loca l 
environm e nt based on a fact that oach of sa i d dov i cos physica l ly accoss i ng sa i d 
modiating dov i co roads tho samo idont i ficat i on information from said mod i ating dovico 
and/or that time at which oach of said dov i cos roads tho idont i fication infonnat i on i s 
within a prodotorminod per i od of t i m e. 

15. (Currently Amended) The device-to-device authentication method according 
to claim 9, oharaot e r i zod i n that: sa i d mediat i ng d e vice has a memory for reta i n i ng 
further comprising: 

storing confidential information , for determining that the first and the second 
device have connected to the removable mediating device within the predetermined 
period of time, in a secure manner in the removable mediating devic e : one of said 
dov i cos phys i ca ll y accoss i ng said modiat i ng dov i co is capab l e of generat i ng said 
oonfidont i a l i nformation; and i n sa i d local env i ronm e nt managomont stop, oach of said 
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dov i cos i s authonticatod i n sa i d loca l e nv i ronmont based on a fact that sa i d oonf i dontia l 
information gonoratod from sa i d on e of sa i d dev i c e i s ab l e to b e acqu i r e d by another 
dev i c e v i a sa i d mediat i ng devic e within a prodotorm i nod per i od of tim e. 

16. (Currently Amended) The device-to-device authentication method according 
to claim 15, charactor i zod i n that: sa i d dovico gonoratod said wherein the confidential 
information is erased orasos sa i d oonfidont i a l i nformat i on after o l apso of a the 
predetermined period of time elapses : and in sa i d loca l environmont managomont stop, 
a dov i co, wh i ch is capable of shar i ng said oonfidont i al i nfonnat i on prior to l oss of said 
conf i d e nt i al i nformat i on in said dov i co gonoratod sa i d confid e ntia l informat i on, i s 
authonticatod that l ooatod in sa i d loca l env i ronmont . 

17. (Currently Amended) A communication apparatus for using content cont e nts 
on a network within a predetemiined allowable range, charactorizod by comprising: 

a mediating device interface for physically accossing connecting a removable 
mediating device such that sa i d med i at i ng dov i co i s removab le; and 

local environment management means for authenticating that the apparatus and 
a device have phvsicallv connected to the that another dov i co phyoioa ll y accoss i ng sa i d 
same-mediating device within a predetermined period of time between connections, to 
control the use of the conten t i s l ocated i n a l ocal onv i ronmont whore contents ar e 
available; and content using means for us i ng sa i d contents l eg i timately i n said loca l 
onvironmont . 
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18. (Currently Amended) The communication apparatus according to claim 17, 
charactor i zod in that further comprising : 

means for providing the content and/or issuing a license for the content when the 
device and the apparatus are authenticated. 

wherein sai4 the communication apparatus operates as a home server for 
providing sa i d cont e nts on sa i d content on the network;-aFid~ 

said content us i ng moans prov i des sa i d contonts and/or isouos a l i conso for sa i d 
contents only to a dovico confirmed to bo pres e nt on said samo homo network by said 
local onvironmont management moans . 

19. (Currently Amended) The communication apparatus according to claim 17, 
charactor i z e d in that further comprising : 

mean for receiving provision of the content and/or a license for the content when 
the device and the apparatus are authenticated, 

wherein saM the communication apparatus operates as a client for making a 
request for sa i d contonts the content to a home server for uso on said on the networki- 
said content using moans r e c ei v e s prov i sion of said cont e nts and/or issuanc e of a 
l iconso for said contonts only from a homo sorvor confirmed to bo pres e nt on sa i d samo 
local onv i ronmont by sa i d l oca l environm e nt management m e ans . 

20. (Currently Amended) The communication apparatus according to claim 19, 
charactor i zod in that: two or moro homo servers are ablo to bo i nsta ll ed undor sa i d loca l 
environm e nt; said cont e nt us i ng wherein the means rec ei v e s for receiving receives 
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provision of sai^ the content contents and/or issuance of a license for sai# the contents 
from sai€l the two or more home servers oonf i rmGd to b e pr e s e nt on said same l ocal 
env i ronment authenticated by sai4 the local environment management means. 

21. (Currently Amended) The communication apparatus according to claim 19, 
charact e r i z e d i n that: said content us i ng moano i o ablo to us e said contonts acqu i red 
from a p l ura li ty of homo oorvors under sa i d oamo l oca l onvironmont, and, wherein upon 
connection to a second home server on an other home a second network, sai4 the 
client is not able to use said the content contents acquired from said homo servers 
undor sa i d l oca l e nv i ronment othor than sa i d othor homo network the home server on 
the network . 

22. (Currently Amended) The communication apparatus according to claim 17, 
charact e rizod i n that: sa i d wherein the removable mediating device is capable of 
retaining predetemiined identification information for determining that the 
communication apparatus and another device have connected to the removable 
mediating device within the predetermined period of tim e : sa i d med i at i ng dov i co 
intorfaoo roads sa i d i dont i fioat i on informat i on i n response to phys i cal acc e ss from sa i d 
med i at i ng dov i co; and sa i d l oca l env i ronment management m e ans authent i cates that 
another d e v i c e , which r e ads the sam e i d e nt i ficat i on informat i on from sa i d mediat i ng 
dov i co and/or reads the i dentificat i on i nformat i on with i n a predotomriined per i od of tim e , 
is i n said loca l env i ronment of said loca l environm e nt manag e ment moans . 
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23. (Currently Amended) The communication apparatus according to claim 17, 
charact e r i z e d i n that: said wherein: 

the removable mediating device comprises a memory for retaining confidential 
information , for determining that the communication apparatus and another device have 
connected to the removable mediating device within the predetermined period of time. 
in a secure manne r; said commun i cation apparatus further has a confid e ntia l 
i nformat i on gonorat i on apparatus for gonorat i ng sa i d confidont i al informat i on; said 
mediat i ng dovico i ntorfaco wr i tes sa i d oonf i dontial i nformat i on to said memory of sa i d 
m e d i ating d e v i c e i n rosponso to physical aocoso from sa i d m e d i at i ng dovico; and said 
l ocal onvironmont manag e m e nt moans authonticatos that another dovicos is l ocated i n 
sa i d l ocal e nv i ronment of sa i d l ocal e nvironm e nt manag e m e nt m e ans bas e d on a fact 
that sa i d confidont i a l infomiat i on goneratod from sa i d l oca l env i ronment management 
m o ans i s ab l e to b e acqu i red by sa i d another dev i ce via sa i d med i ating dovico with i n a 
predeterm i ned period of time . 

24. (Currently Amended) The communication apparatus according to claim 23, 
character i zed i n that: said mediat i ng d e v i ce has a memory for reta i n i ng conf i d e nt i al 
i nformation in a secure manner; sa i d m e d i ating device i nterface takes out sa i d 
confident i al i nformation from sa i d memory of sa i d mediating dovico i n r e sponse to 
physical access from said m e d i ating d e v i c e ; and wherein, said the local environment 
management means authenticates that a the another device, which reads same 
confidential infomnation from eaid the mediating device and/or reads said the 
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confidential infomnation within a predetermined period of time, is located in said the local 
environment of said the local environment management means. 

25. (Currently Amended) The communication apparatus according to claim 23, 
oharaotor i z e d in that: said wherein the confidential information is l ost aft e r el aps e of 
erased after a predetemriined period of time from generation elapses : and sa i d l oca l 
onv i ronmont managem e nt m e ans auth e nt i catos that a dovico, which i s capab l e of 
shar i ng said oonfidont i a l i nformat i on prior to l oss of said confidont i a l informat i on, is 
l ocat e d i n sa i d l oca l environment . 

26. (Currently Amended) A computer computer-readable medium storing a 
program doscr i bed i n a computer roadob l o fonnat so as to oxocuto a process, on a 
comput e r syst e m, for causing a computer to execute a method for authenticating 
whether or not devices on a network are connected within a certain scope, 
charactor i z e d i n that the method comprising : 

e ach of sa i d d e v i c e s int e rconn e ct e d v i a sa i d n e twork has a m e d i ating d e v i c e 
i nterfac e for phys i cal l y acc e ss i ng a m e d i at i ng device ouch that sa i d modiating d e v i c e i s 
removab l e; and sa i d computer program, oharactorizod by comprio i ng: a l oca l 
onv i ronmont management stop of authent i cating that another dovico physica l ly 
access i ng sa i d same mod i at i ng d e vic e w i th i n a prodotomi i nod per i od of timo is located 
i n a l oca l onv i ronmont whoro contents are avai l ab l e; and a content using stop of 
al l owing use of sa i d contents between sa i d dev i ces in sa i d l oca l environment 
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authenticating that a first device physically connected to a removable mediating 
device within a predetermined period of time before or after the removable mediating 
device phvsicallv connected to a second device- 
allowing the first device to use content when the first device is authenticated . 
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